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Actividad: Cracking de Contrasefias en linea.
Reporte de Actividades:

1. —Crear una cuenta de correo
a. Adivinar la contrasefia
— Conectarse a Messenger
. Descargar e instalar Cain & Abel
4. Wireshark

Objetivos

Obtener la contrasefa del usuario a tacar, primero por ingenieria social intentando acceder a
través de su pregunta secreta con los conocimientos de informacidn que se tiene sobre dicho
usuario. Posterior obtenerlos a través del “Cain & Abel” y observar sus conversaciones con
“WireShark”



Pasos a seguir

e Primero vamos a observar nuestras tablas de arp guardadas en el cache de nuestra
magquina antes de hacer el envenenamiento de tablas ARP.

C:\Documents and Settings\FireNA>ping 192.168.1.1
Haciendo ping a 192.168.1.1 con 32 bytes de datos:

Respuesta desde 192.168.1.1: bytes=32 tiempo=2ms TTL=64
Respuesta desde 192.168.1.1: bytes=32 tiempo=ims TTL=111
Respuesta desde 192.168.1.1: bytes=32 tiempo=ims TTL=1

Estadisticas de ping para 192.168.1.1:
Paguetes: enviados = 3, recibidos = 3, perdidos = 0
(B%z perdidos).

Tiempos aproximados de ida vy
Minimo = 1ms, Maximo = 2

Control-C

"C

C:\Documents and Settings\FireNA>arp —a

vuelta en milisegundos:
<
~>

ms, Media = 1ms

Interfaz: 192.168.1.186 ——— Bx2
Direccién IP Direccidn fisica Tipo
192.168.1.1 A8-25-9¢c—-99-hf-00 dinamico
192.168.1.1082 S5c—ac—4c-53-f3-f7 dinamico

e Al conectar nuestro equipo a internet el Gateway pregunta que quien tiene la IP
192.168.1.106.

2489 118.995584 HONHaPr_53:13:17 Broadcast ARP who has 192.168.1.2407 Tell 192.168.1.102

2490 119.611774 HonHaiPr_53:f3:f7 Broadcast ARP who has 192.168.1.2407 Tell 192.168.1.102

2504 120 632956 HonHaiPr_53: f3:f7 Broadcast ARP who has 192.168.1.2407 Tell 192. 168 1.102
_99: 5

2601 128.107029 vmware_ba:aa: cf Cisco-L1_99:bf:00 ARP 192.168.1. 106 is at 00:0c:29:ba:aa:cf

2628 129, 541063 HonHaiPr_53:f3:f7 Broadcast ARP who has 192.168.1.2407 Tell 192.168.1.102

2644 130.052619 HonHaiPr_53:f3:f7 Broadcast ARP who has 192.168.1.2407 Tell 192.168.1.102

2650 131.075277 HonHaipPr_53:f3:f7 Broadcast ARP who has 192.168.1.2407 Tell 192.168.1.102

2746 139.676292 HonHaipPr_53:f3:f7 Broadcast ARP who has 192.168.1.2407 Tell 192.168.1.102

# Frame 2600: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
# Ethernet II, Src¢: Cisco-Li_99:bf:00 (00:25:9¢:99:bf:00), Dst: Broadcast (ff:ff:ff:ff:ff.ff)
= Address Resolution Protocol (request)

Hardware type: Ethernet (0x0001)

Protocol type: IP (0x0800)

Hardware size: 6

Protocol size: 4

opcode: request (0x0001)

[Is gratuitous: False]

sender MAC address: Cisco-L1_99:bf:00 (00:25:9¢:99:bf:00)

Sender IP address: 192.168.1.1 (192.168.1.1)

Target MAC address: 00:00:00_00:00:00 (00:00:00:00:00:00)

Target IP address: 192.168.1.106 (192.168.1.106)

0000 ff ff ff ff ff ff 00 25 9c 99 bf 00 08 06 00 01 ....... >
0010 08 00 06 04 00 01 00 25 9¢ 99 bf 00 c0 a8 01 01  ....... X ossieaieen

0020 00 00 00 00 00 00 ¢O a8 01 6a 00 00 00 00 00 Q00 ........ eanianee
0030 00 00 00 00 00 00 00 00 0O OO OO QO .a.einns ceae



e El equipo (el mio) contesta que el la tiene

>:\Documents and Settings\FireNA>ipconfig -all

onf iguracién IP de Windows
Nombre del host . . . . . . administrador

Sufijo DNS principal . . .

TA00: 00 NAA0: s 5. m i a8 n &

Enrutamiento habilitadeo. . . . . .

Proxy WINS habilitado.

desconocido
No
No

Lista de bisqueda de sufi .DP-JS: alestra.net.mx

Adaptador Ethernet Conexidén de area local :

alestra.net.nx

jo de conexidén especifica DNS
i UMuware Rccelerated AMD PCNet Adapter

sipcidn. . . . .

"o

#8-8C-29-BA-AA-

No

Si

192.168.1.1686

255 .25¢ 5.0

192.168.1.1

192.168.1.1

208.94.59.115

2009.94.26.117

Concesién obtenida Miércoles, 29 de Septiembre de 2018

Direccidén fisica. . . . . .
DHCP habilitado. . . . . . . .
Autoconf iguracidén habilitada.
Direccién IP. v o« v« ¢« ¢ o ¢« » &«
Mascara de subred . . . . . . .
Puerta de enlace predeterminada
Servidor DHCP . . .

Servidores DNS . .

TR

idn expira Jueves, 30 de Septiembre de 2818 07:

3:77 proadcast ARP who has
100 Broadcast
CIs<o-L

28 129. HonHalPr_53:73:Ff7 Broadcast Anp who has
2044 130, S HonMatPr _53:F3:F7 Broadcast ARP who has
2650 131, T HomnMatiPr_53:73:f7 proadcast ARP who has Teld
2746 139. 676292 HonHalpr _S53:F3:f7 Broadcast ARp who has Tel)

% Frame 2601: 42 Uytes on wire (336
w Ethernet II, Src: vwware ba:aa:cf
- Address Resolution Protodc 1

Hardware Type: Etherne

42 bytes Capturad (336 bits)

:29:bazaacf), o0st: Clsco-Li 99:0F:00 (00:2%

9c:99:bF:100)

Target

Tarqget

e En las siguientes pantallas se muestra como se configura el “Cain&Abel”.

Fie Yew Configre Tool Help
AR @R +y 2 yvEEEaOFEET T 0

& Decoders |9 metwork [W8 sedfer [ cracker [ Trsceroute [HD coou [0 weeless [ quer |

& Cached Paspeonds
¥ Frotected Storage Prirss Ehes < Bauthon of the boolbar o dung the Protscted Stofage
B LSA Secrets
B Wireless Passwonds
B 1ET Passwords
= Wirddowrs Mal Passwords
gl Dishup Passeonds
[ Eckit Booers
‘ﬁ Erkerprise Manager
¥ Credential Manager




e En la pestafia de redes seleccionamos que va a ser una red Microsoft

Tie Ve Corfiae Tods Web
ABHORBR +v ¥ LUVDEEOXET O N

T vt [ st [ Groder @ Tracwase [B8 oo [5_ weess [ v |
Navve | Type | version | Comment

e En configuracién seleccionamos el dispositivo de red con el que se va hacer el snifer.
SROLBR +u 9 Fenardpots | HTTP Fieide | Tiscerote | Cenficate Spontng |
Decoders | @ Network Sofler |of Cracher Sedtec | APRIADPosnRosng] | (halenge Spocing |

12168 1.106 ZBAH2B0

< >
Wirpcap Veson
4102000

Cumere Network Adagher
\Davice'\WFF_ (FEDF 98 7-CR0E-40F 3 95255 G X0 TOAD 28

WARNING 1 Ordy eftesmat adscines supocrted
Optora

7 St Sl ontatp | Dond use Prommscucus mode
I™ St APR on et

D] oo | e |




e En la pestafia de Sniffer seleccionamos el rango de IPS a escanear y el modo de escaneo.

File  Wiew Configure  Tools Help
+ CHALL CHALL -
HEI W @ e ﬂ-l- V| @8, 9 m

MAC Address Scanner

Decoders Metwork Sniffer Cracker Tracero
& |2 | [« =] R

IP address | MAC address | QLI fingerprink | H & Al hosts in my subret

192,168.3.1 0004AC957745 IBM CORP, s Fiangs

192,168,310 050027566725 CADMUS COMPUTER S¥STEMS F

192,168,3.14 001624053008 Quanka Computer Inc, rom

192,1658.3.15 FOSABESZ771C I 192 168 . 1 . 1

192,168,519 0024547 7CEBS Samsung Electronics Co., LTD

192.165.3.21 FOSABEIZITIC ~Ta

192,168,325 00235AC0452E COMPAL INFORMATION (KUR. ..

192,165,329 N0Z6E9FZ356E6 I UEE e - 1. 2

192,165,330 001 AA0EZADZE Dell Inc

igg 12333? gggig’:gg?;‘lgg COMPAL INFORMATION (KUM... — Promizcuous-Mode S canner

192,168.3.35 O01CCHAEIBIC  Hewlett Packard ' ARP Test (Broadeast 315

192.163.3.38 030027956008  CADMUS COMPUTER SYSTEMS W ARP Test [Broadcast 16:bi]

192,165.3.254 00044957745 IBM CORP, V¥ &RP Test [Eroadcast 8-hit]
¥ AR Test [Group bit)
¥ ARF Test (Multicast group (1)
¥ &RF Test (Mulicast group 1]
¥ ARF Test (Mullicast group 3)
v &l Tests

Ok I Cancel

E Hosts I@ PR Idi-b Routing I% Passwords Ié?. YalP |

Lost packets: 0%

e Iniciando el escaneo de equipos

AWOBER +v ¢ LVDEE30%% 0 N
£ tecas [§ tetvot [l Soter [ Coder [Q Dacwoze |EB Cou [T wreless |15 Gy |

D sddress | MAC address | Ot Figerprie | Mok nare [s3meiee (& |w |1
16830 QOOMACO0T 745 M CoeP,

192168350 OA0R7S8725 CADMUIS COMPUTER SYSTEMS
192160304 007 (2402000 Quants Competar Inc

192.168.3.18 MEABRITIC
152.188.0.19 QOO45ATIC )
19216830 MEAERRIC ddresses ... | 43%)
1521680 25 QOSACDARIL
192168329 e s 2
216830 001 AMDETADCE
SR QOXFABOAES
15216834 MEABRITIC
19216838 [ ST 4110
192168338 OB 7956008
192160029 OODARC 07745
19218818 COSHCTHED

|8 rous [ wn [ rotrg [J8 Pwwrts [ w2 |
Lost padiets; 0%




e A continuacién se muestran los equipos encontrados en la red que se escaneo.

-FbW-CwMNYMM

e eXkBR +v ¥ LVEEEa03Z 0 0
ecoders | @ Network | W9 Soffer [of Gooer |0 Troceroe |ER COtu [ Weskess | Query |

1P addess | MAC sddress | Cul figerprnt | Host name |83 eseies [ (s [ [0 |
19214830 COOARCIETIE 38 C0RP.,

§52.168.3,50 CRORTOTIS CAIMUS COMPUTIR SYSTEMS
$90.168.3,04 Qo1 B0 3008 Quarts Competer Inc.
192.168.3.50 PEABGRTTIC

100.168.3.09 OOReSATICESS Samaurey Bectroews Co, LD
%1831 MR TINC

190168325 [era it 3 COMPAL INFORMATION OOUN....
192.168.3.29 DOREH IR

.18, CO1AADETADCE Dol i

1521483, 32 OOCISARCQATS  COMPAL INFORMATION (OUN..
19016004 ? 1<

192168336 O0ICCHAEIBIC  Hewdett Packard

19216000 OR00R 74000 CADMS COMPUTIR SYSTOMS
15Q.168.3.264 QOOARCIETINS BMO0eP,

iSe. e e OOETHCFHRI00 e, (o & & S5 38 1
192.168.1.002 SCAASFNT .
§92. 1401, 500 FRITFTIO00 RS L A
ssan FEIECFELDES0 LI .

216 520 0021 00ToRES GanaTeb Techrology Co., Lbd,

| voss [ [ moiea [ vmss [ %% ]

Lont pachets: 0%

e En este punto seleccionamos el botén de agregar y del lado izquierdo vamos a seleccionar
la IP a atacar y del lado derecho la IP del Gateway.

JweBR

|~ ™™
Gl oncet [APR arabin: you to heack. 1P Salic between B celecied host on the il kst and ol selected bt on e aght kst in both
2 ieneG drections. If & selectind hout has routing capabiiies WAN baic sl be inferceptod as well Plaace rote that srce you
imachim hat ook the some padcenance of & souber you coukd cause DoS 7 pou set AFR betwsen your Dl Gateway and
W foR 551 (0) o cther hosts o your LAN.
B woruTIPs (0)
sen e (1)
MRETPS (0)
WRPPLS (D) p-- p-
20805 (0)
1921683 3¢ 1R1681120 (02 00TBEFEY
APRADAPS (0) — | 1R8I OOICCAEIENC 1RSI FRIEDFEDESSD
gl |24 121681 QR0 192 1681 102 SCALALSHF)
192163324 Q008ALIB7745 192 162 (SSCIBF O
1R 16R1 1 TR ISR CNRCHITES
1921631.102 SCACACSFFT 12188338 (E00CTHE008
Q68107 FRIEOFEOM0 1RSI L 1ing
1R1621.11 FEIE! 12168334 C
LR SR P 021 00rReFey eI
¥ 1R1E83N OOVAADE 7AD2E b

< >

3 T T
B @ wn [F Foira [N Pomers [& %5 ]

Lot packets: 0%




e Una vez seleccionado el equipo o os equipos procedemos con el botdn de radioactivo al
envenenamiento de tablas ARP

File View Configwe Tools Help
DwemER+y R EEEEOER 62 i

& veroders | @ nerwork [l aniffer [of Cracker [0 Traceroue [HD ccou [T wirdess [ B quer |

& APR Status [ 1P address | MAC address | Packsts-» | <- Packsts | MAC address TP address
APR-Cert e 192.168.1.111  FBIEDFEDBESD D0259C99BFO0  192.168.1.1
2 aPR-DNS

- P APR-5SH-1 (0)
) APR-HTTPS (0}
Status [ 1P address | MAC address | Packets -> | <-Packets | MAC address | IP address

(& Configuration { Routed Packets |

B rosts | @ e [ Routng [Ty resswords [ vorP

Lost packets: 0%

'—

View Cosfiguee Tools Help
AR BEBE +U B LILEEEI0NE O oo

Crackes Tracesoute [E3 ccou ['8" wiretess

B mr Status. | # address MAC addvess | Packets -> | < Packets | MAC sddvess | 1 address
G APR Cert (B} P 1521681106 BEFA0A05 W2HCHLO0 19216811
2, #oR-ONS idle 921601000 00100788583 025CO0I0 15216811
W A5R55HL ) Lste 12161108 OOIETMFOECL OECOIBA0 19216811
5 APRHTTPS 37) e 1921681100 FEIEOFEDSS30 Q25HCIBR0 15236811
B 20000 )

8 am-FTPS )

8 wrPOPISM)

8 RS m)

5 AR-ADAPS M) Seatus P address MAC address Packets -> | <- Packets | MAC address | 2 addvess

S w50 D Hak couting 1921631100  FRIEDFEDSS3D 2 0 0025COIBR0  1B4B6IBIN
@Futcoing 1021681100  FRIEOFEDSE0 13 7 CHCHBRO 18456133136
D Harouting 1921631300  FRIEDFEOMERD 0 0 WRICOMIN 6554365175
@ futrowing 1921681100  FIEOFEOREI0 11 1 WHCHBI0 2059115
@Fuloing 1921681100  FIEDFEOMID 33 @ WAGCERN0 AN S
.Ful-mbog 1921631100 FRIEDFEDSS3D 1 1 00255CIBH0 2005426117
@Fulsowing 1921631100  FRIEDFEDSS3D 95 109 25COIBR0 17437113184
@ Fubroting 121681100  FRIEOFECSSID 2 18 CHCHERD  B445S1ST
@ Contrguribon /Bouted packets [

(B s | @ wor [ Reuting [IN Pasowordts [& Ve |

Lot packets 0N

- File View Configure Took Help

O oHhBR +9v ¥ LVPAEE20%2 0?7 M

[& DecosersStet/Stop APR] [ Soifer [ Cracker [ Tracesowte [EB CCOU [ Wireless [ Query |
[@ R Status [1Paddress | MAC adress | Packets -> | <- Packets | MAC address | P address |

address

&) APR-Cert (8) BrPoisoning 1921631106  BAS2FESDASDS 0 [) 00255C99BF00 19216311

2, APR-DNS & Poisoning 1921681120  002100788FB3 0 0 00259C99BF00 19216811

B APR-SSHA1 (0) P 9 1921681108  O01E776FDBCI O ] 00255C99BF00 19216811

% APR-HTTPS (37) fiPoisoning 1921681100  FSIEDFEDSED 0 ° 00255C99BF00 19216311

APR-ROP (0)

8 APR-FIPS )

S APR-POPIS )

8 APRIMAPS )

S APR-LDAPS (0) Status 1P address MAC address Packets -> | <- Packets | MAC address 1P address

8 2pR-SIPS ) oD Half-routing 1921681100 FSIEDFEDSSID 2 ° 00255C99BF0) 18436136124
@Full-routing 1921681100 FSIEDFEDSS3D 13 7 00259C90BF00 18436133186
D Half-routing 1921631100 FSIEDFEDSS3D 20 ° 00259C99BF00 6554165175
®Full-routing 1921681100  FE1EDFEDSS3D 11 u 00259C0BF00  20094.59115
@Full-routing 1921631100  FSIEDFEDSS3D 53 6 00253C99BF0)  694.23153
@Fullrouting 1921681100  FSIEDFEDSSID 1 1 00255C9BF00 2009426117
@Full-routing 1921681100 FSIEDFEDSS3D 95 109 00259C99BF00 17437113144
@Full-routing 1921681100  FSIEDFEDSS3D 20 18 00259C99BF0) 64455157

Co ration / Routed Packets

(3} Hosts | @ a9R [ Routing [T\ Passwords [ & volp




e Checamos nuevamente nuestras tablas ARP y podemos ver que ha cambiado la Mac
adress.

Estadisticas de ping para 192.168.1.1:
Pagquetes: enviados = 3, recibidos = 3, perdidos = 0
(B7z perdidos).

Tiempos aproximados de ida vy vuelta en milisegundos:
Minimo = 1Ims, Maximo = 2ms, Media = 1ms

Control-C

2CG

C:\Documents and Settings\FireNA>arp -a

Interfaz: 192.168.1.166 ——— Bx2
Direccidon IP Direccidn fisica Tipo
192.168.1.1 B0-25-9c—-99-hf -0 dinamico
192.168.1.102 Sc—ac—4c—53-f3~-£7? dinamico

C:\Documents and Settings\FireNA>arp —a

Interfaz: 192.168.1.186 —— Bx2
Direccidn IP Direccidn fisica Tipo
192.168.1.1 S5c—ac—4c—-53-£f3-£f7 dinamico
192.168.1.1082 Sc-ac—4c—-53—£3-£7 dindmico

3940 277.376929 TeB0: :D4Ca T3 19e5TT02: 1153 LLMNR Standard query AAAA MAY-PC
.711198192,.168.1. IUS 224.0.0,252 IGMP V2 Membership Report / Join group 224.0.0.252

3943 280 954008 192,168, 1 102 239,255.255.250 SSDP  M-SEARCH * HTTP/l 1

3044 281.464772 feB0::bdca:f8e3:9e5ff02::1:3 LLMNR Standard query A fsatap
3945 281.466293 192.168.1.102 224.0.0.252 LLMNR Standard query A fsatap
3946 281.56712% feB0: :bdca:f8e3:9e5ff02::1:3 LLMNR Standard query A fsatap
3947 281.568212 192.168.1.102 224.0.0,252 LLMNR Standard query A fsatap
3948 281.760398192.168.1.102 192.168.1.255 NBNS Name gquery N8B ISATAP<QO>
3940 282.477145192.168.1.,102 192.168.1.255 NBNS Name query N8 ISATAP<QO>
3950 283.221172192.168.1.102 192.168.1.255 NBNS  Name query N8 ISATAP<Q0>
3951 283.922508192.168.1.102 239,255.255.250 SSOP  M-SEARCH “ HTTP/1.1

DAED NOL AVAIIY EA0A Rl A s EOAD s BACEEATN « a1 4D " aan Crandarnd minris A feavan

# Frame 3942: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)

# Ethernet II, Src: HonHaiPr_53:f3:f7 (5c:ac:4c¢:53:F3:f7), Dst: Broadcast (Ff:ff:ff:ff:ff:ff)
= Address Resolution Protocol (request)
Hardware type: Ethernet (0x0001)

Protocol type: IP (0x0800)

Hardware size: 6

protocol size: 4

opcode: request (0x0001)

[1s gratuitous: False]

sender MAC addr : HonHaﬂvr_ 3

sender IP addre

Target MAC address 00:00""“"“
Target IP address: 1‘4> 1n4 1.1 (10“ 168.1.1)

0000 ff ff ff ff £f £f 5c ac 4c 53 £3 £7 08 06 00 01
0010 08 00 06 04 00 01 5¢C ac 4c¢ 53 f3 f7 ¢O a8 01 66
0020 00 00 00 00 00 00 cO a8 01 01 00 00 00 00 00 00
0030 00 00 00 00 00 00 00 00 00 00 00 00




Ele Edt Yiew Go Capture Enabyze Jtatatics Telepheoy Teoks Help
voT72 BE aaan DR % X
| w  Bgeestion. Clear Apply

Tine

5982 852.172500
5983 852.175928
5984 852.179018
$985 852.1840101
5986 852.187647
5987 852.191441
5988 852.194832
$989 858, 655149
5990 859.622091

BEAX2&Es e

Source

192.168.1,1
192.165.1.1
192.168.1.1
192,168.1,1
192.168.1.1
192,168.1.1
192.168.1.1
HorHaipr _53:f

Destemation

239.255,255.250
239.255.255.250
239.255.255%.2%
239.255,255.250
239.255.255.2%
239,255,255.250
239.255.255.250
Broadcast

Broadcast

Protocol  Info

5500 NOTIFY * WT7P/1.1
S509 NOTIFY * HTYP/1.1
S50 NOTIFY * MTTP/1.1
L5090 NOTIFY * WTTP/1.1
SsoP NOTIFY * WTTP/1.1
5500 NOTIFY * WNTTP/3.1
S508 NOTIEY * WYTP/1.1
ARP who has

ARP who has

192,165.1,2407 Tell 192.168.1.102

3:
HorMatPr_53: '3: 192.168,1, 240’ Tell 192.1“.[.10?
31 b

Sroadcast 192.168.1.

S991 860,620453

192 210953 GemtekTe 7b:8f : Broadcast ARP o has 19 .1.1.20 Tell 15, 1.1.1
5993 ul 827381 cGestekTe_ 7b 8f: b: sroadcast ARP who has 192,168.1,247 Tell 192.168.1.120
5994 864849217 GemtekYe 7b:8f:b3 sroadcast ARP who has 192.168.1,247 Tel) 192.168.1.120
5995 873.757682 Gemtekve 7b:8f:b3 Broadcast ARP who has 192,168.1.247 Tell 192.168.1,120
5996 874.372064 GomtekYe_7b:8f:b3 Broadcast ARP who has 192.168.1,247 TYell 192.168.1.120
$997 875.396129 GemtekTe Tb:8f:b3 Broadcast ARP who has 192,168.1.24% Tell 192.168.1.120

o Frame 5991: 42 bytes on wire (336 bits), 42 bytes captured (336 bits)
i Ethernet II, Src: MorMaipr 53:F3:fF7 (Sc:ac:dc:53:F3:€7), Dst: Broadcast (FF:ff ff.ff:ff:ff)
i Address rResolution Protocol (request)

0000 ff ff ff ff f €f Sc ac 4c 53 €3 €7 08 06 00 01 No LBsasnns
0010 ©O8 00 06 04 00 01 5¢ ac 4c $3 3 7 cO as 01 66 S ASeira sl
0020 00 00 00 00 00 00 <O a8 01 0
@ Micrasott: <lve capture in progress> Fie Ci.  Packets 5997 Displayed: 5997 Madkedt 0
6038 $85.163740 192.168.1.1 239.255.255.250 SS0P  NOTIFY * WTTP/1.1
6039 $85.167409 192.168.1.1 239.255.255.250 SS50P  NOTIFY * WTTP/1.1
6040 $85,173016 192.168.1.1 239,255,255.250 S50P  NOTIFY * WTTP/1.1
6041 £85.176435 192.168.1.1 239.255.255.25%0 500 NOYIFY * HYTP/1.1
6042 885.179509 192.168.1.1 239,255.255.25 S50P  NOTIFY * MTTP/1.1
6043 885.328396 GemtekTe_7b:8f:b3 Broadcast AP who has 192.168.1.247 Tell 192.168.1.120
6044 885.610987 192.168.1.102 239.255.255.250 1amp V2 Mesbership Report / Join group 239.255.255.250

# Frase 5991: 42 bytes on wire (336 bits), 42 bytes captured (336 bits)
i Ethernet IX, Src: worHaiPr_S3:F3:f7 (Sciac:d4c:53:F3:f7), Ost: Sroadcast (ff:ff:ff:ff:ff:ff)
# Address Resolutfon Protocol (request)

0000 ff ff ff ff fFf ff Sc ac 4c 53 f No KSiinans
0010 08 00 06 04 00 01 5c ac 4c¢ 53 f . LS.....f
0020 00 00 00 00 00 00 <0 a8 01 fO e .
6279 993. 868461 HonHaiPr_53:f3:f7 Cisco-Li_99:bf:00 ARP 192.168.1.120 is at 5c:ac:4c:53:f3:f7
6280 994.180810 192.168.1.120 239.255.255. 250 SSDP  NOTIFY * HTTP/1.1
6281 994.186009 feB0::785F:6e80:FFf5: ff02::c S55DP NOTIFY * HTTP/1.1
6282 994.385315 feB0::785F:6e80:fFf5: ff02::c SSDP NOTIFY * HTTP/1.1
6283 994.486111 192.168.1.120 239.255.255.250 SSDP  NOTIFY * HTTP/1.1
6284 994.490762 feB0::7857:6e80:FfF5::ff02::c SSDP NOTIFY * HTTP/1.1
6285 994.799845 feB0: :785F:6e80:FFF5: Ff02::c SSDP  NOTIFY * HTTP/1.1
6286 995.916030 GemtekTe_7b:8f:b3 Broadcast ARP who has 192.168.1.17 Tell 192.168.1.120
6287 995.916245 HonHaiPr_53 Cisco-Li_99:bf:00 ARP 192.168.1.120 is at 5ciac:4c:53:F3:F7

6288 995.917149 HonHaiPr_53: GemtekTe_7|

6291 996.224267
9.1

.14
6294 999.193719
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Broadcast (Ff:ff:ff:Ff:fF:Ff)
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_ ssop —

6366 1020. 109784 MonmaiPr_S3:f3:f7 who has 192.168.1.2407 ‘l'ﬂ m 168.1,102
= Pt
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Ble Edt Yeew Go Qopture Analyze Jutivscs Telephony Jook Hep
UAAG ERERSE AT R QeanD ¢o8 % @
P | | Epeesicn Cear Apply
No. Time Source Destination Protocol  Info
239.255.255.250
39, 255.255.250
255.255.250
255,255,250

192.168.1.1 15 at Sc $3:f3:67
who has 192,168.1.247 Tell 192.168.1,120
53 7

HOnHa!
24371 1843.550555 HonHaipr,
24373 1843, 651979 morvaipr_S of 192.168.1.120 15 at Sciac

‘M-SEARCH * HTTP, 5

who has 192.168.1.247 Tell 192.168.1.120
192.168.1.120 15 ar 5C:acidc:53:03:07
who has 192.168.1.247 Tell 192.165.1.120

376 1843, 192.168.
24377 1844, 266349 GeatekTe b cadcast
24378 1844, 266571 MormaiPr_S Cisco-1§._99:0f:00
24379 1845. 290231 GeatekTe 7 Broadcast

@ Frame 24369: 42 bytes on wire -(n-o Nts).. 42 byin éa;mred (336 bits)

& EThernet II, Src: GemtekTe_7b:8f:b3 (00:21:00:7b:8f:03), Ost: Broadcast (ff:ff:ff:ff:ff:ff)
¥ Address Resolutfon Protocol (request)

& Help
SWORBR +U W LINEES0%E 0 A

8 Apr10885 1) Statws P addvess MAC addvess | Packets -> | <- Packets | MAC addvess | [P address. B
B wrRwsm) @ Fulccuting 1923681120 00RO0IEEFES 12 ] O2HCIRFOD 65554737
@Full-routing 1923601320  ONONRIFE 101 26 OHOCHER 655587168
@Fcting 1921681120 0000VBIFES 215 1o OIOCHAN0 655587169
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R vosts 160 a0n [0 Wocting TIN. Passwords 148 vow |
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File
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R, @ Internet

rosoft Internet Explorer = =[x
[
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Qs - O @ @ :h pﬁﬂsqueda *Favuntns Fz) B' DG =3
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Fie Yiew Cofigure Tools Help

cw e HBM | +y B 5Ym =R RN
& Decoders | @ network [d sniffer | of cracker [ tracerote [WA ccou [ wireless |G query |

5 map (o) | [ Timestamp [ Hripserver | client | username | Password [ uRL ~
£ LDAP (0) 29/09{2010 - 21:00:16 65.55.15.243 192.168.1.106 hmlagout 1402 HTTP[1.1 hitp:{pradigy . m:
T pop3 (o 00:18 213.199.186.26  192.168.1.106 b d counter:1 http: jest.msn.cc
5 SMB (0) 00118 65.55.15.243  L92.166.1.106  15759b9G0EdedSiEdaciSiMbiessfedi count httpifprodigy me
B Teknet (0) 00118 655515243  192.168.1.106  hmlogout 1402 HTTP/1.1 http:fprodigy me
e 0030 66.295.130.152  192.168.1.106 DM MSH homepage H http:fprocigy m: | |
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DHGP habilitado, . . . . . . . . No 9BE=0FaBC=rwHENGQEILDN...  http:fjsni3ow.sr
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Internet | Nodoas | Imdgenes | Secoin Amaria »~

Mixov Lo més populars  Sant
Bienvenido

La miomaciin guo riestanbe Con e 80 no pusde ser vela 0
Y canbuads pox oos No cbatarte. exihe un problema con of
Noticias Entretenimiento Estilos Servicios confiado So segundad del o

N El coniicado de segundad hue esatido por una oranecdn
1Dess de batallart on b Que ushed nO ha depoitadd su conkenza Ves o
& d coticads pars defermnar & desea Confir on ks erddad
o * bl Al Nte" o La fecha del ceniicado de tegundad of vilkda
Carta ok " ROl A N
o El conicado do sogndad bere un nomdee vakdo

concdenie Con s pADNS Que deses ver

Bl mundo 0o etin £

(Detos cortrun?

[ si  J[ m

Eedoay Gaport




5. Oy T Sanr g b1 W S el e comMIF Sl R gl m DS A 652
meirccles, 29 da septembre de 2010

|

Certificade

No se puede comgrobar este certificado hast 4 wna entadad
emisors de certificados en que se condly,

Erviado e secure.thared bve com

Errvtido por 2 ans Slbordeste CA D

Vido desde 07072010 hasta 07000/297)

| trtaler cortficads... |




wecoin ] betps: fogn hve. comoon ot

Hetp %P RFmak bre of

Obpar Licte

2Qut sgnfica Massenger para 47
o

Lo mis pepular: ar

_ﬁlb'ﬁg

mrcokis, 29 de sepbimibes de 2010

o
Bienvenido
Noticias  Entretenimiento  Estilos  Servicios lo Grita!
Moy R
N BLICID
Cango. Vake -
Evein 5 @
Canta Tock ' Rol Al Nte™ Elrimer de sare Hxdid
| Flasgorem de frma Ha1RSA
! Hhaen Scbcrdnte CA S, B
£ mundo de Mstn Bber Elvsads desds Mdeceles, 07 o 240 do 2000 .
» | viakdo hants Jorves, OF do 2o de 2013 0.
sacure. hared e com, Wash. .,
‘ Bolars deportva Clave pibics S5A (1024 Bs) ~
m 16 i At Un coche dice mucho d inel)
CORE
Hoy en / MSN
Prodigy Noticias  Vida & Estio Do L PRAVE
Tratamientd Jopes « Term
* Tormenta Crodomestc
rLagemad Enx
)~
+ Coama 5044 m .
D5 S Fenal v NP SR

Bienvenido
las  Entretenimiento

I - Carta “Pock ' Rol A Nte”
m £l mundo do hstn Beber
»

Estilos  Servicios

* Tormerea
La guesra

4

i Compartr algo nuevo

Informacion dest;
Ir a Bandeja de erada (31)

8] De contactos (1)
DzTn El Maa ActIvaO

3 Actualizaciones s
MySpace - You're Inv|
MySpace - Sameer M

Tratamientd

+ Cbama sak

29 de septembre de 2010

Gaceral | Dotalles | Rz de cortficacin |

ks de crthiacin

f

o Grita!

BLICIC

PVPRAY Y

joyss - Ter
Clrodomist

@ En

S
5

Alerta de seguridad x
@'A - ek )

conlieado do topdsd O o
a mhu\‘dmmm vu corberea Vea o

cotfcads paa determings & desea confir en ks ertdad
(] L fechs e conficad do topurcdad es vibkda
° concrente o
€0 18 PEONS Que deses ver
(Dotes cortrn?
[ osi L Ne ][ Vecescsss |




Concnin | @) Ntpifjsnt 39

348 | Cutates | 7 -
Informacion dest; |
Ir 2 Bandeja e entrada (51) B || | ) intormnactn det certicade
7 De contactos (1) guaede comp ado o
DzTn El Maa ActvaO
& Actualizaciones s
MySpace - You're inv
MySpace - Sameer M4 || tnviado & sacure whas.com
Enitido por A Suboedoste CA S
Messenger social
Aspectons destacados Reoente | Vilido desde 0523(2050 hasta 0902011
Conectar tus servicios e e
Ve lo que ms anlgos_ hacen E

0139 ke o

#Windows
$)

v

@ Compartir algo nuevo

l&

s | Gareal | Ootabos | Buga de cuefcacdn|
Informacion dest:
o T ~ |
I a Bandej de enwada (31) & || ™
) De contactos (1) 5“::«. ::: g
HM de seve DU Mea
DzTn El Maa Activao| | | Betmesrms s
o deade Martes, 09 de Mar2o de 2000 ...
& Actualizaciones s ME”I'" :v?;:::'m
MySpace - YouTe V| || | Saue pisses S (1024 ) "l
MySpace - Sameer M
Messenger social
Aspectos destacades  Recente
Conectar tus servicios - oz mmten
Ve lo que ms amigos ha«n [ ]

) Ptz s B 5001 39 I comfel st s wameesiyen] 1

s

.Wmdom' e
Compartir algo nuevo

Informacion dest{ [~ _
S o> R
Ir 2 Bardeja de envada (31) & - :

vog) De contactos (1) %:“ »':-mmus,m” 1

o . de
e | -

n Va0 Brarts ot whirs. com, Wadhehs...
o RSA (3004 nes)

‘% AcmdizaCiones > ﬂ*: ::CZINN&”U.D“
MySpace - You'Te nv "
MySpace - Sameer M3

Messenger social

Aspectos destacados  Recente

Conectar tus servicios =

Ve b que tus unlgos hacen [Crcrstar_




gred.0

»Windows Liver Hotmail Messenger Office Fotos | Prodigy / MSN

w5001 90 sl v commiel . i o

wtir algo nuevo

Ganeral | Detales | Pta o canté

Informacion dest:

De contactos (1)
DzTn El Maa ActIvaO
Actualizaciones s

MySpace - Y
MySpace - Sameer 1)

Estado ael cortficads

Messenger social
SRR P - Fiacems Farthcak

e

Conectar tus servicios

Acegtar

File ¥iew Corfigure
S @RHBEN +y BRERIVIDBEE0ORR | Q7 0
&, Cecoders | D Wetwork |89 Sriffer [of cracker [ Tracerots [ ccou [ wireless [ query |

Tooks Help

L[ aer Certificate file [ 55L Server [ Port [ Hostname:

APR-Cert (1)
2, APR-DNS

B APR-S5H-1 (D)
By APR-HTTPS (2)
4 apr-ROP (1)
B APR-FTPS (D)
) APR-POPIS (D)
B apr-M4PS (0)
B APR-LDAPS (0)
B apr-sIPS (0)

[ECa\drchivos de programa|CainiCertstsef _sioned_72.247,205.., 72.247.205.186 443

a72-247-205-186 deploy. skamaitec. ..

APR-Cert

=) vosts | @ AR [P Routing [P Pesswores [ volF |

Lost packets: 0%

Podria ser victima de una falsificacién de software.

elp de

Mic

original




Fle View Corfigurs Tools Help

SR @ g B ¥ = B DM OEn 67 0
& Dewmders | @ Network [dj Snifer |of Cracker |@R Traceroute [N ccou [ wireless |5y Query |

Started [ cClosed [ HTTPS server | client | status Filzname
APR-Cert (1) 29/082010 - 21:01:56 28/09/2010 - 21:01:56 72.247.205,186  192,168.1.111 Closed by client
2, APR-DNS 29/09/2010- 21:01:56  29/09/2010-21:01:56  72.247.205.186 1921661111 Closed by client
B APR-SSH-1 (D)
HT]

=Y

4l aPr-ROP (0)
APR-FTPS (D)
APR-POP3S ()
APR-MAPS (0)
APR-LDARS (0)
APR-SIPS (0]

<

B APRHTTPS
= tosts | @ AR [P Routing [P Passworcs [ volF |

Lost packets: 0%

Podria ser victima de una falsificacién de software.

4 capturas marcos

fle Edt View Go Capte Analyas Stalistics Telephony Tools Help

SN EEXRSE AesDTLI|IEE QQQ | MW HE

Fiter: v Expression... Cear Apply

Mo, Tme  sowce Destinat Frotocol (Info . ~
5395 697.415906 192,168.1.102 238.255.255.250 IGMF V2 Membership Report / Jain group 239.255.255.250
5396 697.723614 GemtekTe_7h:8f:b3  Broadcast ARP who has 192.168.1.17 Tell 152.168.1.120
5397 700.083479192,168.1.120 235.255.255.250 SSDP M-SEARCH * HTTR/L.1

5308 701.918535 192.168,.1.106 200.94.59.115 DNZ standard query A massenger.hotmail. com

5400 702.168770102.168.1.106 65.54,52.62 TCP gnrupdatesery > msnp [SYN] Seq=0 win-63535 Len=0 MS5=1460 SACK_PERM=1
5401 702.322570 65. 54.52. 62 192.168.1.108 TCP msnp > gmrupdateserv [SYN, ACK] Seq=0 Ack=1l Win=1460 Len=0 M55=1460 SACK_PERM=1
5402 702.462071192.168,.1.106 200.94.59.115 DNZ standard query A www.,sogm.microsoft. com

5403 702. 507950 200.94.59.115 192.168.1.106 DS standard query response CNAME som.msn.com CHAME sgm.microsoft.com A 65.55.7.141
5404 702.5009040102,168.1.106 65.55.7.141 TCP cardax » http [SYnN] Seg=0 Win=65535 Len=0 M35=1460 SACK PERM=1

5405 702.629565 65.55.7.141 192.168.1.106 TCP http » cardax [Svn, ACK] Seq=0 Aack=1 win=1460 Len=0 MSS=1460 SACK_PERM=1

5406 702.629716 192.168.1.106 65.55, 7,141 TCP cardax » http [ACK] Seq=1 Ack=1 Win=65535 Len=0

5407 702.631893 192.168.1.106 65.55.7.141 TCP [TCP segment of a reassembled POU]

5408 702.632510192.168.1.106 65.55.7.141 HTTP  POST fsom/messenger/somserver.dl] HTTR/1.1

5408 702.792175 65, 55.7.141 192.168.1.106 TCR http > cardax [ACK] seq=1 Ack=623 win=64240 Len=0

5410 702. 804241 65. 55.7.141 192.168.1.106 TP [TCP segment of a reassembled PoU] v

® Frame 5399: 340 bytes on wire (2720 bits), 340 bytes captured (2720 bits)
S Ethernet II, Src: HonHaiPr_53:F3:f7 (Sc:ac:4c:53:F3:F7), Dst: vmware_ba:aa:cf (00:0c:29:ba:aa:cf)
# Destination: wmware_ba:aa:cf 00:0c:28:baraa:cf)
® Source: HonHaipr_53:F3:f7 (Scrac:4c:53:F3:F7)
Type: IP (0x0800)
Internet Protocol, src: 200.94.59.115 (200.94.59.115), Dst: 192.168.1.106 (192.168.1.106)
User Datagram Protocol, Src Port: domain €53), Dst Port: 40123 (40123)
® Domain Name System (responsel

B

=

2 LN
2 .ie....m essenger
6ol 00 00 01 00 . hotmail .com....
00 37 03 6d 65 ........ - 7.me A4
16315 Displayed: 16315 Marked: O Load time; 0:00,593

Profile: Default




Fle  Edt view

G Capture

Bresee PEXRS

analyze

Statistics  Telephony  Tools

L esoT2(EE QD #EE%%I B

Help

Fiter: msnms

Ho. Time

BO3B 1178,
8640 1178,

Source

153301062.168.1.106

299588 65, 54.52.62

Pratocol
MSHMS
MSHMS

| = Expression..

Clear  Apply

Info
VER 1 MSNPL8 MSNPL? CWRO —
VER 1 MSHPL8

B642 1178,
8643 1178.
BA52 1178,
8653 1178,
8654 1178,
8656 1178,
BE57 1178.
B659 1178,
BEE0 1175,
BOH62 1175,
8683 1179,
B743 1187.
8744 1187.

o7AE 1197

43055 65, 54.52.62
44057 5. 54.52. 62

61360 152.168.1.106

75824 65, 54.61.170

75844 102.168.1.106
90038 63,
O0B28 &5.
9138765,
072865,
0B45G 65,
03553 &5,
72386102.168.1.106

54.

4.
54.
G4,
54.
G4,

6l.
&1
[
&1
al.

61.

170
170
170
170
170
170

BEOB9 65, 54.52.62

e7AAA AT 1E8 1 10E

Destination
65.54.52.62
192.168.1.106
152.168.1.106
152.168.1.106
65,54, 61.170
192.168.1.106
65,54, 61.170
192.168.1.106
152.168.1.106
192.168.1.106
152.168.1.106
152.168.1.106
192.168.1.106
65,54, 52,62
192.168.1.106

&t m4 £ an

MSHMS
MSHMS
MSHMS
MSHMS
MSHMS
MSHMS
MSHMS
MSHMS
MSHMS
MSHMS
MSHMS
MSHMS
MSHMS

CVR 2 14.0,8117 14.0.8117 14.0.8117 http://msgruser.dlsarvice.microsoft. com/download/a/6,/1/A616CCD4 -BOCA-
XFR 3 NS 65.54.61.170:1863 U D

VER 1 MSHPLS MSNFL? CVRO

VER 1 MSHPLE

CVR 2 0x0c0a winnt 5.1.3 1386 MSNMSGR 14.0.8117.0416 msmsgs firenovato@live.com.mx

CWR 2 14.0.8117 14.0.8117 14.0.8117 http://msgruser.dlservice.microsoft. com/download/a/6/1/A6L6CC04 -BOCA-
GCF 0 5486

bwFpbmlzhTwubmeo® /= <imrext walue=" zmljbzszdwxoawsn” Ve <imtext wvalue="vmvez2lcLmluzm=" />

T value="Z3nkvwdkzmdhc2 RNC2IONT CONTIyNDdCLmveZQ==" /" <imrext wvalues' zzNkZGFzM]QloDcyMTRncchmezq.
v2XC5ib2%s cGFnZvwLymT6L2 Tt vwd ] clwucGhw /> <imtext walue="Y2FzYTFclmv4zZg==" /> <imtext value="%

USR 3 S50 5 MBI_KEV_OLD xkivTpzpt/lcB6eROziHOTCLGGYUNMZIKITXYSOnpwi3egui3jeeTxasigqoncelzad
VER 1 MSHPLS MSNFL? CVRO
VER 1 MSHPLE

A AMACAn wAner § 1 2 4704 mowmcen 14 A 2117 AAIE memene Finnnmiaraflinn com me

3

=]

® source:

Ethernet II, src:
pestination:

Frame 8641: 174 bytes on wire (1352 bits), 174 bytes captured (1392 bits)

whmware_hazaa:cf (00:0c:29:baraa:cf), pst:

vmware_ba:aa:cf (00:0c:29:hazaa:cf)

Type: IP (0x0800)
Internet Protocol,

Src:

HonHatPr_53:F3:F7 (Sciac:4c:53:F3:F7)

1%2.168.1.106 (192.168.1.106), Dst:

Transmission Centrol pProtocel,
MSN Messenger Service

src port: blaze (11503,

Dst Port: msnp (18637, Seq: 27, ack: 15, Len: 120

HonHaipPr_53:F3:F7 (5ciacid4c:s3:f3:f7)

69.54,52.62 (65.54.52.62)

0000 5c ac 4c 53 £3 f7 00 0c 25 ba aa cf 08 00 45 00

0010 00 a0 1f ed 40 00 80 06 a2 e4 cO aB 01 6a 41 36

0020 34 3o 04 7e 07 47 84 46 be 5a 6e 08 04 7h 50 18

0030 ff f1 e6d f0 00 Q0 43 56 52 20 32 20 30 78 30 63

0040 30 &1 20 77 B9 Ge Ge T4 20 35 2e 31 2e 33 20 &9

0050 33 38 36 20 4d 53 4e 4d 53 47 52 20 31 34 2e 30

0060 2e 38 31 31 37 2e 30 34 31 36 20 6d 73 6d 73 67 .8117.04 16 msmsg
0070 73 20 66 69 72 65 Ge 6f 76 61 74 6F 40 6C 63 76 s fireno vato@liv
0080 65 2e 63 6f &d 2e 6d 78 0d 0a 55 53 52 20 33 20 . com.mx .. USR
0090 53 53 4f 20 40 20 66 62 72 65 Ge 6f 76 61 74 &f 530 I fi renovato
0030 40 &c 6% 76 &3 2e 63 &7 6&d 2e &d 78 0d 0a @live. co m.mx..
()| File: "C:\Documents and SettingsiFireNA|Mis doc... | Packets: 16315 Displayed: 600 Marked: 0 Load time: 0:00.734 Profle: Defaulk

"4 capturas marcos. pcap - Wireshark

fle Edt View

G Captre

Beesde EEXZE

analyze

Statistics  Telephony  Tools

LevDTLEEQAQAAD FDS x| H

Help

Fiter: [msnms

Mo, Time _

12037 1851.
12038 1852,
12040 1852.

12045 1853,
12050 1853,

12051 1853.
12052 1854

Saurce

65288102, 168 1 106

26451 65, 55.71.71
59403 65. 54.49.177

154481052.168.1.106

6425665, 54.48.115

64306 102.168.1.106

54 48.115
L1

40771635,

Destination

65.54.45.177

192.168.
152.168.

1.106
1.106

65,54, 48,115

192.168.

1.106

65,54, 48,115

192.168.

1.106
75

Protocol
MSHMS
MSHMS
MSHMS

MSHMS
MSHMS
MSHMS
MSHMS

|+ Expression...

12054 1854.
12056 1854.
12058 1856,
12059 1836,
12061 1856.
12062 1856,

40824 65,
O0620 &5,
12160 65,
12222 &5,

54 48.115
54.48.115
54.48.115
34.48.115
12683 152.168.1.106

22372 65.55.71.71

192.168.
152.168.
152.168.
192.168.

1.106
1.106
1.106
1.106

65,54, 48,115

192.168.

1.106

MSHMS
MSHMS
MSHMS
MSHMS
MSHMS
MSHMS

Clear  Apply
Info ~
XFR 18 SB
MsG dustin_cesar@hotmail.com sperando..! 97
XFR 18 SB 65.54.48.115:1863 CKI §23702440.172105217. 563143 U messenger.msn.com 1
Usk 23 firenovato@live.com.mx; {604 74C44-84D3 -4 74C-58245-DCHIEGOADIAD} 823702440.172105217. 563143 =
Usk 23 ok firenovato@live.com.mx;{6c474c44-94d3-474c-8245-cdc63e60ad3ad} Fire
CAL 20 firenovato@live. com.mx
CAL 20 RINGING 823702440
10T TArenavato@live, com.mx Tire 27B8999460:2550273072
CAL 21 RINGING 823702440
10T betylomihotmail. com; {68717c1b-a83a-449b-hccF-8668818656d8} Be 27B8950460:2550273072
J0I hetylomi@hotmail.com Be 2788999460:2550273072
MSG 22 N 121
MsG dustin_cesar@hotmail.com Sperando..! 142 v

source:

Frame 12053:
= Ethernet II, Src:
® Destination:

83 hytes on wire (664 bits), 83 hytes captured

Vinware_ba:aa:cf (00:0c:29:baaa:cf), Dst:

vimware_bazaa:cf (00:0c:25:bazaazcf)

Type: IP (0x0800)
Internet protocal,

src:

HonHaipPr_53:F3:f7 (Scrac:4c:53:F3:F7)

152.168.1.106 (192.168.1.106), Dst:

Transmission Control Protocol,
MSN Messenger service

src Port: ishconferencel (1244), Dst Port: msnp (1863), Seq: 123, Ack: 105, Len: 29

(664 bits)
HonHaiPr_53:F3:F7 (Sciac:4c:53:F3:F7)

635.54.48.115 (65.534.48.115)

4c 53 £3 £7 00
24 1d 40 00 80
04 dec 07 47 97
45 71 00 00 43

of 6d 8% 40 68
0

Qc
06
44

af

00 LS
36 ES.@
18 Os.
74 LEq
&f y'IDmW

@ho tmail.co

Packets: 16315 Displayed: 600 Marked: 0 Load time:

Profile: Default




Fle Edt WView Go Capture Anslyze Statistics Telephony Tools Help

BES EEXEE A+¢0T2 | EHH AR F0B%| H

Fiter: msnms |~ Expression.. Clar Apply
Mo Time Source Destination Protocol — Info ~
RS i e BT e OMS sl UEL O SO o DE 9 2
13825 2475. 98177 192.168.1.106 65.54.48.115 MSHMS MSG 75 U 95
13826 2476. 15856 65, 54.48.115 192.168.1.106 MSHMS  MSG betylomiGhotmail.com Be 135
13830 2479. 6348065, 54.48.115 192.168.1.106 MSHMS MSG betylomighotmail.com Be 93
13833 248057025 192.168.1.106 £5.54.48.115 MSHMS  MSG 7E U 95
13838 2482, 78236 65, 54.48.115 192.168.1.106 MSHMS MSG betylomiGhotmail.com e 128
13343 2485.97020192.168.1.106 65.54.48.115 MSHMS MSG 7F U 95
13845 2483.33655.102.168.1.106 65.54.48.115 MSHMS  MSG 78 N 141
13901 2510. 52337 192.168.1.106 65.54.49.177 MSHMS  PNG
13903 2512. 06414.65. 54.49. 177 192.168.1.106 MSHMS QNG 45
13971 2541.72330 65, 54.48.115 192.168.1.106 MSHMS MSG bety]omi@hotmail. com Be 93 =
13977 2545.13121 65, 54.48.115 192.168.1.106 MSHMS MSG bety|omighotmail.com Be 93
13978 2545.13180 65, 54.48.115 192.168.1.106 MSHMS MSG betylomi€hotmail.com e 123
13982 2547.80243.65, 54.48.115 192.168.1.106 MSHMS MSG betylomighotmail.com Be 93
13984 2552.72224 65. 54.48.115 152.168.1.106 MSHMS MSG betylomiGhotmail.com Be 53 >

Frame 13073: 208 hytes on wire (1664 bits), 208 hytes captured (1664 hits)

Ethernet II, sr<: HonHaipr_53:f3:f7 (Sciac:4c:s53if3:f7), pst: wmware_ba:aaicf (00:0c:29:ba:aa:cf)

Internet Protocol, sSrc: 65.54.48.115 (65.54.48.115), Dst: 102.168.1.106 (192.168.1.108)

Transmission Control Protocol, sSre Port: msnp (18630, Dst Port: isheonferencel (12440, Seq: 8187, Ack: 14610, Len: 154
MSN Messenger service

LM

0040 6d 69 40 68 oF 74 6d 61 60 6c 22 63 6f 6d 20 42 mighotma .
e 121..M IME-Vers

0060 &9 &f e 3a 20 31 2e 30 Od 0a 43 &f 6e 74 685 62 jon: 1.0 ..Conten
0070 74 2d 54 79 70 65 3a 20 74 65 78 74 2f 70 6C 61 t-Type: text/pla
0080 &9 6e 3b 20 63 68 6L 72 73 65 74 3d 55 54 46 2d in;” char set=uTF-
0090 38 0d Oa 58 2d 4d 4d 53 2d 49 4d 2d 46 6f 72 6ad B. . X-MMS —IM-Form
00a0 6L 74 3a 20 46 4e 3d 53 65 67 6f 65 25 32 30 55 at: FN=5 egoe%20u
E c=0;_CS

algo

()| File: "C:\Documents and Settings\Firesha\Mis doc... | Packets: 16315 Displayed: 600 Marked: 0 Load time: 0:00.734 Profile: Default

7 capturas marcos. pcap - Wireshark [AEE
fle Edt Yiew Go Captue Analyse Statistics Telephony Iools Help

Beesde EEXZE

LevDTLEEQAQAAD FDS x| H

Fiter: [msnms | Expression.. Clear Apply
M. Time Source Destination Frotocol  Info ~
i T B P ISME o UL O S o o 9 =
13825 247508177 102.168.1.106 65.54.48.115 MSHMS MSG 75 U 95
13826 2475.15856 65, 54.48.115 192.168.1.106 MSHMS MSG betylomighotmail.com Be 135
13830 2475. 6348065, 54.48.115 192.168.1.106 MSHMS MSG betylomi@hotmail.com Be 93
13833 248007028 192.168.1.106 65.54.48.115 MSHMS MSG 76 U 05
13838 2482. 78206 65, 54.48.115 192.168.1.106 MSHMS MSG betylomighotmall.com Be 128
13843 2485.07020 192.168.1.106 65.54.48.115 MSHMS MSG 77 U 95
13845 2489.33655.192.168.1.106 65.54.48.115 MSHMS  MSG 78 N 141
13501 2510. 52337 192.168.1.106 65.54.45.177 MSHMS  FNG
13903 2512.06414.65. 54.49. 177 192.168.1.106 MSHMS QNG 45
13971 2541.72339 65, 54.48.115 192.168.1.106 MSHMS  MSG betylomiehotmail.com Be 93 =
13973 2543.29127 65. 54.48.115 192.168.1.106 MSHMS MSG betylomiGhotmatl.com Be 121
13977 2545.13121 65, 54.48.115 152.168.1.106 MSHMS MSG betylomiGhotmail.com Be 93
g 254 5. 5. 415, 1] 2.168.1.10 Ty |01 ; 1
13982 2547.80243 65, 54.48.115 162.168.1.106 MSHMS  MSG betylomiGhotmail.com Be 53
13984 2552.72224 65, 54.48.115 192.168.1.106 MSHMS  MSG betylomiehotmail.com Be 93 >

Frame 13978: 210 bytes on wire (1680 bits), 210 hytes captured (1680 bits)

Ethernet II, Src: HonHaiPr_53:F3:f7 (Sc:ac:4c:53:F3:Ff7), Dst: vmware_ba:aa:cf (00:0c:29:ba:aa:cf)

Internet Protocol, Src: 65.54.48.115 (65.54.48.115), Dst: 192.168.1.106 (192.168.1.108)

Transmission Control protocol, src Port: msnp (186303, bpst Port: isbconferencel (12440, seq: 8466, ack: 14610, Len: 156
M3N Messenger Service

25 L5....E
0010 00 4 6a Ob 40 00 75 06 67 6d 41 36 30 73 <0 ad gmag0s .
07 E..E.EP

G_hetylo
il.com B

0050 65 20 31 32 33 od 0a 4d 49 4d 45 2d 56 65 72 73 IME-Vers
0060 69 &F 62 3a 20 31 2e 30 0Od Oa 43 &f 6e 74 65 6e ..Conten
0070 74 2d 54 79 70 65 3a 20 74 65 78 74 2f 70 6¢ 61 text/pla
0080 69 Ge 3b 20 63 68 61 72 73 65 74 3d 55 54 46 2d set=UTF-
0090 38 0d Oa 58 2d 4d 4d 53 2d 49 4d 2d 46 6f 72 6d =IM=-Farm
00a0 &1 74 3a 20 46 d4e 3d 53 &5 67 &F &5 25 32 30 5§ eqoek20u
00b0 49 3b 20 45 46 3d 3b 20 43 4f 3d 30 3b 20 43 53 0=0; C=
00cO  3d 31 3b 20 50 46 3d 30 od 0a 0d 0a Ga 61 Ga &1 ....jaja

Profile: Default



Fle Edt WView Go Capture Anslyze Statistics Telephony Tools Help

Bwees RPEXEL ¢+ TFLIEE QQQ P W % H
Fiter: | |~ Expression.. Clear Apply
Mo Time Source Destination Frotocol | Info ~
14125 2604.622568192.168.1.1 239.255.255.250 SSDP NOTIFY ¥ HTTP/1.1
14126 2605.17750 GemtekTe_7h:8f:h3  Broadcast ARP who has 192.168.1.247 Tell 192.168.1.120
14127 2605.88098192.168.1.106 65.54.458.177 MSHMS  PNG
14128 2606. 09898 GemtekTe_7h:8f:h3  Broadcast ARP who has 192.168.1.247 Tel]l 192.168.1.120
14125 2606.15623 65. 54.49.177 192.168.1.106 MSHMS QNG 47
14130 2606.28716.192.168.1.106 63.54.48.177 TCR olsv > msnp [ACK] Seq=4591 Ack=15546 win=65226 Len=0
14131 2611. 55814 65. 54.48.115 192.168.1.108 MSNMS  MSG betylomi@hotmail. com Be 93
14132 2611.75357.192. 168 106 65.54.48.115 TCP isbconferel 1 > msnp [ACK] Seq=15573 533 win=64624 Le

14134 2612.19092 192.168.1.106 65,54, 48,115 TCP shconferencel > msnp [ACK] Seq=13573 Ac 705 Win=64452 Lei

14135 2613. 00751 63, 54.48.113 192.168.1.106 mMSHMS  MSG hetylomi@hotmail.com Be 93

14136 2613.06576192.168.1.106 65.54.48.115 TCP ishconferencel » msnp [ACK] Seq=15573 Ack=9830 win=64327 Len=0

14137 2614.80079 GemtekTe_7h:8f:h3  Broadcast ARP who has 192.168.1.247 Tel]l 192.168.1.120

14138 2615. 61974 GemtekTe_7h:8f:h3  Broadcast ARP who has 192.168.1.247 Tell 192.168.1.120 W
14139 2616. 64362 GemtekTe_7h:8f:b3  Broadcast ARP who has 192.168.1.247 Tell 192.168.1.120

14140 2616, 64601102, 1658.1. 203 192.168.255.255 BROWSEFHOST Announcement WINxX, workstation, server, sqL serwer, NT workstation, potential Browser &

Frame 14133: 226 hytes on wire (1808 bits), 226 hytes captured (1808 hits)

Ethernet II, sr<: HonHaipr_53:f3:f7 (Sciac:4c:s53if3:f7), pst: wmware_ba:aaicf (00:0c:29:ba:aa:cf)

Internet Protocol, sSrc: 65.54.48.115 (65.54.48.115), Dst: 102.168.1.106 (192.168.1.108)

Transmission Control Protocol, sSrc Port: msnp (18630, DSt Port: isheonferencel (12440, Seq: 9533, Ack: 15573, Len: 172
MSN Messenger service

0000 00 Oc 2% ha aa <f 3c ac 4c 53 £3 f7 08 00 45 00 )
0010 00 d4 7d 4e 40 00 75 06 54 1a 41 36 30 73 cO aB INB. U, T.ABOS
0020 0L 8a 07 47 04 dc 7a 3b 46 f2 97 45 15 08 50 18 j.G..z F

MS G
0040 6d 69 40 68 of 74 6d 61 60 6c 22 63 6f 6d 20 42 mighotma 1. com B
e 130..M

0060 &9 &f e 3a 20 31 2e 30 Od 0a 43 &f 6e 74 685 62 jon: 1.0 ..Conten
0070 74 2d 54 79 70 65 3a 20 74 65 78 74 2f 70 6C 61 t-Type: text/pla
0080 &9 6e 3b 20 63 68 6L 72 73 65 74 3d 55 54 46 2d in;” char set=uTF-
0090 38 0d Oa 58 2d 4d 4d 53 2d 49 4d 2d 46 6f 72 6ad B. . X-MMS —IM-Form

0030 61 74 3a 20 46 42 3d 53 85 67 6f 65 25 32 30 55 at: Fl egoex20u
00b0 49 3b 20 45 46 3d 3b 20 43 4f 3d 30 3b 20 43 53 EF: co=0; CS
00c0 3d 31 3k 20 50 46 3d 30 0d 0a 0od 0a 61 73 69 20 PF= Lasi

00d0 85 73 20 73 89 73 74 85 6d 61 20 82 75 72 6c 61  es siste ma burla
do

()| File: "C:\Documents and SettingsiFireMA|Mis doc | Packets: 16315 Displayed: 16315 Marked: 0 Load time: 0:00,57& Profile: Default
74 Inicio A

72l capturas marcos. pcap - Wireshark mEE

fle Edt View Go Capte Analyas Stalistics Telephony Tools Help

BEgee EEXEE neraTL2IEE QAR

Fiter: | | Expression.. Clear Apply
Ha Time Source Destination Protocal | Infa ; »
14134 2612.19052 192.1658.1.106 63.54.48.115 TCP ishconferencel > msnp [ACK] Seg=15573 Ack=9705 win=64452 Len=0
14135 2613. 00751 65. 54.48.115 192.168.1.106 MSHMS  MSG betylomiGhotmail.com Be 93
14136 2613.06576192.168.1.106 65.54,48.115 TCR ishconferencel > msnp [ACK] Seq=15573 Ack=9830 win=64327 Len=0
14137 2614. 80070 GemtekTe_7h:8F:b3  Broadcast ARP  who has 102.168.1.247 Tell 192.168.1.120
14138 2615.61974 GemtekTe_7h:8f:b3 Broadcast ARP who has 192.168.1.247 Tell 192.168.1.120
14133 2616. 64362 GemtekTe_7h:8F:b3  Broadcast ARP  who has 192.168.1.247 Tell 192.168.1.120
14140 2616.64601.192.168.1.203 192.168.255.255 BROWSEFHOST Announcement WwINx, workstation, server, soL server, NT workstation, potential Browser
14141 2618. 04041 65. 54.48.115 192.168.1.106 MSNMS  MSG betylomi@hotmail.com e 93
14142 2618. 20617 192.168.1.1.06 65.54,48.115 TCP ishconferencel > msnp [ACK] Seq=15573 Ack=9955 win=64202 Len=0
5 1 1 T om T L
14144 2620.97011:192.168.1.106 65.54,48.115 TCP ishconferencel > msnp [ACK] Seq=15573 Ack=10128 Win=65535 Len=0
14145 2621. 86461 GemtekTe_7h:8f:b3  Broadcast ARP who has 192.168.1.17 Tell 192.168.1.120
14146 2621. 96706 192.168.1.1 224.0.0.1 IGMP  v2 Membership query, general
14147 2622.17293 192.168.1.120 239.255.255.250 SSDP M-SEARCH * HTTR/1.1 T
14148 2623. 54904 162.168.1.106 235.255.255.250 IGMP  v2 Membership Report / Join group 239.255.255.250
14145 2625. 58507 HonHaiPr_53:f3:F7 winware_ba:aa:cf ARP 192.168.1.1 is at Sc:ac:4c:53:F3:f7

53

Frame 14143: 227 bytes on wire (1816 bits), 227 hytes captured (1816 bits)

Ethernet II, Src: HonHaiPr_53:F3:f7 (Sc:ac:4c:53:F3:Ff7), Dst: vmware_ba:aa:cf (00:0c:29:ba:aa:cf)

Internet Protocol, Src: 65.54.48.115 (65.54.48.115), Dst: 192.168.1.106 (192.168.1.108)

Transmission Control protocol, src Port: msnp (18630, bst Port: isbconferencel (12440, seq: 9955, ack: 15573, Len: 173
M3N Messenger Service

e LS. .E.
a LU, .-A80s. .
0020 01 6a 07 47 04 dc 7a 3b 48 98 97 45 15 08 50 18 +3.G..2; H..E..P.
0030 fd 14 92 20 00 Q0 4d 53 47 20 62 65 74 79 6c &f SL.o..MS G ohetylo
0040 6d 6% 40 68 &6F 74 6d 6L 69 6C 2e 63 6f 6d 20 42 mi@hotma §1.com B
0050 65 20 31 34 30 0d 0a 4d 49 4d 45 2d 56 €5 72 73 & 140..m IME-VErs

0060 69 &F 62 3a 20 31 2e 30 0Od Oa 43 &f 6e 74 65 6e Conten
0070 74 2d 54 79 70 65 3a 20 74 65 78 74 2f 70 6¢ 61 text/pla
0080 69 Ge 3b 20 63 68 61 72 73 65 74 3d 55 54 46 2d set=UTF
0090 38 0d Oa 58 2d 4d 4d 53 2d 49 4d 2d 46 6f 72 6d =IM=-Farm
00a0 &1 74 3a 20 46 d4e 3d 53 &5 67 &F &5 25 32 30 5§ eqoek20u
00b0 49 3b 20 45 46 3d 3b 20 43 4f 3d 30 3b 20 43 53 0=0; C=

_...no T
mikeeees

Profile: Default



¢y Simbolo del sistema

Direccion IP Direccion fisica Tipo
192.168.1.1 80-25-9¢c—-99-hf-00 dindamico
192.168.1.1062 S5c—ac—4c—-53—-£f3-f7 dindamico

C:\Documents and Settings\FireNA>arp -a

Interfaz: 192.168.1.186 —— Bx2
Direccién IP Direccidon fisica Tipo

192.168.1.1 S5c—ac—4c—-53-£f3-f7 dindmico
192.168.1.102 Sc—ac—4c-53—-£f3-f7 dindmico

C:\Documents and Settings\FireNA>arp —a

Interfaz: 192.168.1.16086 ——— Bx2
Direccion IP Direccidon fisica Tipo
192.168.1.1 88-25-9¢c—-99-hf-00 dindmico
192.168.1.102 S5c—ac—4c—-53-f3-f7 dindamico

Usurio: betylomi@hotmail.com

Password: 2amisti


mailto:betylomi@hotmail.com

